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CMMC Phase 2

Third-party C3PAO assessments become the default 
requirement for DoD contractors handling CUI starting 
November 10, 2026. If a contract renewal or recompete 
falls in H2, the gap assessment work belongs in Q3, 
not Q4.

SEC Reg S-P

The enhanced cybersecurity and incident notification 
rule is in effect for registered investment advisers and 
broker-dealers. Smaller covered entities had a 
compliance date of June 3, 2026. Exam readiness is 
no longer optional.

HIPAA Security Rule

HHS has signaled stronger enforcement and 
ongoing rulemaking. Mid-year is the right time to 
confirm your incident response plan is dated, your 
Business Associate Agreements are current, and 
your access controls are tested.

State data privacy laws

Multiple state laws (TX, OR, MT, IA among others) 
reached effective dates in 2024 and 2025. If you 
collect or process consumer data and haven't 
updated your privacy program, the next six months 
is your catch-up window.

Industry-specific frameworks

PCI DSS 4.0 is now fully in effect (all 51 future-dated 
requirements became mandatory March 31, 2025), 
NIST CSF 2.0 is the new baseline reference, and SOC 2 
audit cycles cluster in Q3 and Q4.

The first half of 2026 is gone. Compliance deadlines are 
fast approaching, budgets are being reallocated, and 
the initiatives you scoped in January are either moving 
or already stalled.

The second half of the year is typically where the cost of 
delays show up. But, leaders who go into Q3 with a clear 
technology plan finish the year ahead and enter into 
2027 ready. The ones who don't spend Q4 firefighting 
and entering January with a hangover that has nothing 
to do with New Year's Eve.

This guide helps you assess where you are, prioritize 
what matters most for Q3 and Q4, and make the right 
calls before year-end budget conversations start. It's 
built for business leaders across regulated and growing 
industries. Examples throughout draw from our work in 
dental, private equity, manufacturing, and financial 
services, but the framework applies regardless of 
vertical.
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Regulatory pressure has shifted from "what to comply with" to "prove you comply." Documentation is the exam.

Some H2 priorities are universal: backup testing, vendor reviews, budget planning. Others are tied to 
specific deadlines that have already been set by regulators, buyers, or your own business calendar. 
Here are the ones worth knowing about, even if only one or two apply directly to you.

The H2 2026 Deadlines and Decisions 
That Should Be on Your Calendar

Compliance Deadlines Already in Motion

Why This Guide Exists

If any of these apply to your business, the 
question is the same: can you prove you meet 
the standard, on paper, on a date a regulator 
or auditor asks?
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H2 also brings a series of financial and reporting deadlines that put pressure on IT systems. Outages or data integrity 
gaps during these windows are expensive in ways that don't show up in an IT budget.

Financial and Filing Windows in H2

Some H2 windows are not on a regulator's calendar. They're on yours, and missing them costs more than a fine.

Strategic Decision Windows That Close in Q3

A few specific examples of how these windows show up in industries we work in. If you operate in one of these spaces, 
these are the H2 fires likely closest to your desk:

These are illustrative, not exhaustive. If your industry has its own regulatory or financial calendar, build your H2 plan 
against it the same way.

Vertical Examples Worth Watching

Q3 estimated tax payments (Sept. 15) and extended 
corporate returns

Financial reporting systems need to be reliable, backed 
up, and accessible.

Calendar-year audit prep (Q4)

Auditors will ask for IT general controls (ITGC) evidence: 
access reviews, change management logs, backup 
restoration documentation.

Insurance renewals 

Cyber insurance applications are getting harder. 
Carriers want MFA on everything, documented incident 
response, and endpoint detection in place. Renewals 
stall, or get declined, if controls can't be evidenced.

Year-end financial reporting and SOX cycles

For public or pre-IPO companies, IT control gaps 
surface fastest at year-end.

Dental practices and DSOs

HIPAA enforcement, multi-location standardization, and 
AI-enabled practice management evaluation.

Manufacturing (DoD supply chain)

CMMC Phase 2 readiness, OT/IT convergence on the 
plant floor, supply chain cyber risk.

Financial services and RIAs

SEC Reg S-P documentation, BEC prevention controls, 
vendor oversight evidence.

PE portfolio companies

IT due diligence readiness, portfolio standardization, 
board-level IT KPI reporting.

Q4 budget cycle

IT investments that aren't in your Q4 budget request 
won't be funded next year. Q3 is when those cases get 
built.

Vendor renewals

Most multi-year MSP, cybersecurity, and SaaS contracts 
renew between October and January. Q3 is the window 
to evaluate, not auto-renew.

M&A and exit timing

For owners and PE-backed companies, a Q1 2027 

transaction needs IT diligence work starting in Q3 2026. 
Buyers look at technology harder than they did five 
years ago, and findings reduce valuations.

Expansion projects

Opening a new location, plant, or office in Q4 requires 
technology infrastructure decisions in Q3. Standardizing 

Hiring and headcount planning

Strategic IT roles (vCIO, security lead, compliance lead) 
often get added in Q4 budgets. Define what you need 
before the conversation, not during it.now saves 
significant rework later.

D E A D L I N E S ,  C O N T .
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Category 1: Security Posture
Is your environment defended? Can you prove it?

• Do you know which devices, users, and systems have 
access to your network right now?

• When was your last vulnerability scan or penetration 
test, and what happened with the findings?

• Is MFA enforced across all critical systems and 
remote access points?

• If an employee clicked a phishing link today, would 
you know within an hour?

Category 2: Compliance Standing
Do you meet your industry's requirements? Is it 
documented?

• Can you produce a current compliance assessment 
for your industry's primary framework (HIPAA, CMMC, 
Reg S-P, PCI DSS, SOC 2, etc.)?

• Is your IT compliance posture documented in a way 
an auditor or examiner could follow?

• Do you have a vendor management process that 
accounts for third-party compliance obligations? Do 
you know where your third-party exposure points are?

• When were your policies last reviewed and updated?

Category 3: Business Continuity
If something goes wrong tomorrow, how fast can you 
recover?

• Have you tested your backup restoration in the last six 
months?

• Do you have a documented, tested incident response 
plan?

• If your primary IT contact left tomorrow, could 
someone else operate your environment?

• What is your realistic Recovery Time Objective, and 
has it ever been validated?

Category 4: IT Documentation
Can someone else understand your environment if 
your key IT person left?

• Is your network documented: topology, IP schemes, 
critical systems, credentials?

• Are vendor contracts, SLAs, and renewal dates in a 
single accessible location?

• Do you have an up-to-date asset inventory?

• Is your IT runbook current enough to guide a new 
provider in under a week?

Category 5: Strategic Alignment
Does your technology support where the business is 
going?

• Have you mapped current IT capabilities against your 
12- to 24-month business goals?

• Do you have a technology roadmap, or are you 
making decisions reactively?

• Is your IT spend visible and intentional, or is it just 
what you have always paid?

• Does your IT provider understand your industry well 
enough to give strategic guidance?

A quick self-assessment. Five categories. Three to four questions each. If you can't answer 
them confidently, that's your gap list.

The Mid-Year Technology 
Assessment Framework

Any area where you hesitate, hedge, or 
genuinely don't know the answer is worth 
paying attention to. 

The questions you can't answer confidently are 
the gaps most likely to cost you something in H2. 
Whether that is a failed audit, a slow recovery, or 
a decision made without the right information, 
these are the areas to focus on in the second 
half of the year.
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Maintenance Spend vs. 
Investment Spend
Most IT budgets are weighted toward maintenance, 
keeping what you already have running. That's 
necessary, but insufficient. If H2 spend doesn't include 
improvement investments, you're falling behind. The 
real question is not "Can we afford to improve?" The 
question is "What will standing still actually cost us?"

Where Not to Cut
We all know some line items are non-negotiable. If 
you're looking at the IT budget for savings, don't start 
with these:

• Security tools and monitoring - This is liability 
management, not a tech expense.

• Backup and disaster recovery - Cutting this is a bet 
that nothing will go wrong.

• Compliance controls - Regulatory fines and exam 
findings cost more than the controls do.

• Endpoint detection and response (EDR) - Your users 
are the attack surface.

Where to Find Cost Optimization
There is real money to find here without creating risk:

• Licensing consolidation - Most organizations pay for 
redundant SaaS tools. An audit typically surfaces 15 to 
30 percent in recoverable spend (link to: Flexera, 2025 
State of ITAM Report).

• Cloud right-sizing - If you migrated and haven't 
reviewed resource allocation in 12+ months, you're 
overpaying.

• Vendor rationalization - Fewer vendors means lower 
overhead and cleaner contracts.

• Unused features in existing platforms - Before 
buying new, audit what you already own.

The vCIO Case
A virtual CIO brings strategic IT leadership (roadmaps, 
board-level reporting, vendor management, and 
budget planning) at a fraction of what a full-time CIO 
costs. For growing businesses heading into Q4 planning 
and board conversations, this is one of the highest-ROI 
IT investments available.

Days 1 to 30: Assessment
You can't prioritize what you haven't inventoried. Get a 
clear, honest picture.

• Complete the Mid-Year Technology Assessment 
(Section 2) with your IT team or provider.

• Pull a full IT asset inventory: hardware, software, cloud 
subscriptions, vendors.

• Identify compliance obligations and assess current 
standing against each.

• List all IT projects started in H1 but not completed. 
Decide which move forward.

Days 31 to 60: Prioritization and 
Quick Wins
Address your highest-risk gaps. Build momentum with 
what can close fast.

• Remediate the top 2 to 3 security or compliance gaps 
identified in your assessment.

• Run a backup restoration test and document the result.

• Initiate any compliance process with a hard deadline.

• Rationalize the vendor list and flag Q4 contract 
renewals for review or renegotiation.

Q4 budget conversations are coming. Here is how to think about technology 
spend heading into year-end.

H2 IT Budget Planning Guide

Use this as a working framework. The goal isn't perfection. The goal is 
momentum. Ninety days, three phases.

Your H2 IT Action Plan — 90-Day Sprint
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• What compliance obligations are you actively 
tracking for our industry, and when did you last 
assess our standing against them?

• In the last 90 days, what threats or vulnerabilities 
specific to our industry did you flag for us before we 
asked?

• If we were hit with ransomware this week, walk me 
through the first four hours of your response.

• What is our current Recovery Time Objective, and 
when was it last tested against an actual restore?

• Can you show me our technology roadmap for the 
next 12 to 18 months?

• How do you help us prepare for vendor contract 
renewals, or do we manage that ourselves?

• What IT KPIs do you report on, and how often do we 
review them together?

• If our primary IT contact at your company left 
tomorrow, who would own our relationship and how 
fast could they ramp?

• What is your experience with businesses in our 
specific vertical, not just IT generally?

• What are the two or three biggest IT risks facing our 
business right now, in your opinion?

Clear, confident, specific answers mean you're in 
good hands. Vague, deferred, or absent answers 
are a signal worth taking seriously.

Ready for Your Mid-Year 
Technology Assessment?

Arakÿta runs mid-year technology assessments for 
business leaders across regulated and growing 
industries.

We are a Hybrid MSP. Managed IT, cybersecurity, and 
vCIO strategy under one roof. One relationship instead 
of stitched-together vendors, and full capability instead 
of partial coverage.

If you used this guide and finished it with more 
questions than answers, that's the right starting point.

Let’s talk about your H2 plan.
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Days 61 to 90: Strategic Planning
Turn assessment and quick wins into a forward plan. 
This is the foundation for Q1 2027.

• Build a technology roadmap for the next 12 to 18 
months, aligned to business goals.

• Prepare the IT section of the Q4 budget presentation 
with context, not just numbers.

• Conduct a vendor performance review. Are your key 
IT partners delivering at the level you pay for?

• Document what worked in H1, what did not, and why. 
Institutional knowledge, not just a retrospective.

If you work through this, you'll come out the 
other side with a clear picture of where you 
stand, a prioritized list of what to fix, and a real 
plan heading into Q1 2027. That's how you stop 
reacting and start leading.

A strategic IT partner earns that label. These questions surface the difference 
between a provider that fixes problems and one that helps you avoid them.

Questions to Ask Your IT Provider Right Now
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